UBND TINH THANH HOA CONG HOA XA HQI CHU NGHIA VIET NAM
SO TAI NGUYEN VA MOI TRUONG Déc 1ap - Tw do - Hanh phuc

Sb: 7265 /STNMT - CNTT Thanh Hod, ngay 26 thang 8 nam 2021
V/v canh bao 10 16 hong bao mat mirc cao va

nghiém trong trong cac san pham Microsoft.
Kinh gui: Truong cac don vi thudc Sé.

S& Tai nguyén va Mdi truong nhan duoc Cong van sb 1727/STTTT-CNTT
ngdy 17/8/2021 cta S& Thong tin va Truyén théng vé viée canh bao 10 16 héng bao mét
mirc cao va nghiém trong trong cac san pham Microsoft.

Qua phan tich va danh gia tir Cuc An toan thong tin, B6 Thong tin va Truyén
thong da ghi nhan 44 ban va cac diém yéu, 16 hong bao mat méi trén cac san pham
ctia hing Microsoft cong bd trong thang 8 ndm 2021. Trong d6, dang chu y 14 10 15
hong bao mat c6 muc anh hudng cao va nghiém trong. Pé ting cudng chu dong
phong ngira cic rii ro mat an toan thong tin tai hé théng thong tin ciia S, Giam
dbc S& yéu cau cac don vi thude S khan truong trién khai mot sé noi dung sau:

1. Giao Trung tdm Cong ngh¢ thong tin:

- Tang cuong theo ddi giam sat hé théng dong thoi thuong xuyén theo ddi
kénh canh bao cua cac co quan chic ning va sin sang phuong 4n xir 1y khi phat
hién c¢6 dau hiéu bi khai théac, tin cong mang; hd tro cac don vi khi c6 kho khin
vudng mac.

- Pang tai toan bd ndi dung Cong vin sd 1727/STTTT-CNTT ngay 17/8/2021
cta S& Thong tin va Truyén thong trén Cong thong tin dién tir S& Tai nguyén va Mbi
truong Thanh Hoa.

2. Giao trudng céac don vi thudc So:

- Pho bién, quan triét dén toan thé cong chic, vién chirc va ngudi lao dong thudc
don vi minh thuc hién kiém tra, ra soat va xac dinh cac may tinh, may chu dang cai dat
cac phan mém, tmg dung c6 kha ning bj anh hudng boi cac 16 hong trén, lién hé véi

Trung tim Cong nghé théng tin dé c6 phuong an xir 1y, khic phuc 16 hong. Cap nht



phién ban mdi nhét theo khuyén nghi ciia hing san xuét dé khic phuc cic nguy co mét an
toan thong tin. (C6 phu luc théng tin cdc 16 hong bao mdt kém theo).

Theo cac ndi dung trén, yéu cau Trudng cac don vi quan tam trién khai thuc hién./ﬁ%

Noi nhin: KT.GIAM POC
PHO GIAM POC

- Nhu trén;
- Giam déc¢ S¢ (dé b/c);
- Luu: VT, TTCNTT.
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Phung Pinh Anh



(Kem theo cong van so

Théng tin cac 16 hon

/STNMT-CNTT ngay
Tai nguyén va Moi truong)
bdo mat

Phu luc: Thong tin cac 16 hong bao mat
thang

nam 2021 cua So

STT CVE M0 ta Ghi cha
- L6 hong ton tai trong Windows
Pfint SpOOIG.r’ Cl}o phep doi tuong tan https://msrc.microsoft.com/update-
: - - . guide/enUS/vulnerability. -
11 | CVE-2021-36947 | ©0ng thuc thi ma tir xa. de/enUS/vulnerability/CVE

- Diém CVSS: 8.8 (Cao)
- Anh huong: Windows 7/8.1/10 va
Windows Server 2008/2012/2019.

2021-36947

- L6 hong ton tai trong Windows
Print Spooler, cho phép doi tuong tan
cong thyuc thi ma tir xa.

https://msrc.microsoft.com/update-

1.2 | CVE-2021-36936 | Biém CVSS: 8.8 (Cao) gglzdle_/ggé’%/vulnerablllty/CVE-

- Anh hudng: Windows 7/8.1/10 va

Windows Server 2008/2012/2019.

- L6 hong ton tai trong Windows

Pfint SPOOIGr’ iih,o phépk doi tuong tan https://msrc.microsoft.com/update-

cong nang cao dac quyeén. - -

1.3 | CVE-2021-34483 | - Biém CVSS: 7.8 (Cao) gglzdle_/gzzglvulnerablllty/CVE-

- Anh huong: Windows 7/8.1/10 va

Windows Server 2008/2012/2016.

- L) héng t6n tai lién quan dén giao

gh}rct TCP/E) cua Wiﬁdo‘gj’ Cliotghep https://msrc.microsoft.com/update-
2 | CVE-2021-26424 | €0 JIOTS 07 CONS TE Lt A WX g jide/enUS/vulnerability/CVE-

- biém CVSS: 9.9 (Nghiém trong) 2021-26424

- Anh huong: Windows 7 dén 10 va

Windows Server 2008 dén 2019.

- L6 hong ton tai trong Remote

t%isgiz ﬁllirecntt}’lfgfﬁligefadm tuong https://msrc.microsoft.com/update-
3 | CVE-2021-34535 2 : ' guide/enUS/vulnerability/CVE-

- biém CVSS: 8.8 (Cao) 2021-34535

- Anh huong: Windows 7/8.1/10 va

Windows Server 2008/2012/2019.

- L6 hong ton tai trong Windows

Update MedicService (WaasMedic),

cho phép ddi twong tin cong nang https://msrc.microsoft.com/update-
4 | CVE-2021-36948 | cao dic quyeén. guide/enUS/vulnerability/CVE-

- Piém CVSS: 7.8 (Cao) 2021-36948

- Anh huong: Windows 10 va

Windows Server 2019.

- L6 hong ton tai trong Windows

LO(,:aI Sfcurity A\Auth()Arity (LSA).LChO https://msrc.microsoft.com/update-
5 | CVE-2021-36942 | PIep doi tuong tan cong thuc hién | o dio/enys yulnerability/CVE-

tan cong gia mao.
- Biém CVSS: 7.5 (Cao)
- Anh huong: Windows 10 va

2021-36942




Windows Server 2019.

- L3 hong ton tai trong Microsoft
Word, cho phép doi tuong tan cong
thuc thi ma tr xa.

https://msrc.microsoft.com/update-

6 | CVE-2021-36941 | ° bi 4m CVSS: 7.8 (Cao) gglzdle_/:(),egéldrsl/vulnerablllty/CVE-

- Anh huong: Microsoft 365,

Microsoft Office 2019.

- L3 hong ton tai trong Microsoft

gliicfﬁicig It’élir; doi tugng tan cong https://msrc.microsoﬂ.pom/update-
7 | CVE-2021-34478 " . guide/enUS/vulnerability/CVE-

- biém CVSS: 7.8 (Cao) 2021-34478

- Anh huong: Microsoft 365,

Microsoft Office 2019.

- L3 hong ton tai trong Microsoft

Dynamics 365 (onpremises), cho

phép ddi tugng tan cong thyc thi ma | https://msrc.microsoft.com/update-
8 | CVE-2021-34524 | tir xa. guide/enUS/vulnerability/CVE-

- Piém CVSS: 8.1 (Cao) 2021-34524

- Anh huong: Microsoft Dynamics

365 (on-premises) version 9.0 va 9.1

- L6 hong ton tai trong Windows

User Profile Service cho phép 601

tuong tan cong nang cao dic quyén. | https:/msrc.microsoft.com/update-
9 | CVE-2021-26426 | - Biém CVSS: 7.8 (Cao) guide/enUS/vulnerability/CVE-

- Anh huéng: Windows Server 2021-26426

2008/2012/2016/2019, Windows

7/8.1/10

- L6 hong ton tai trong Windows

User Profile Service cho phép 601

tuong tan cong nang cao dic quyén. | https://msrc.microsoft.com/update-
10 | CVE-2021-34484 | - Piém CVSS: 7.8 (Cao) guide/enUS/vulnerability/CVE-

- Anh huong: Windows Server
2008/2012/2016/2019, Windows
7/8.1/10

2021-34484
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